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Increasing Damages in the Encrypted Color Image
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Abstract— Color digital images are used in many important vital applications, and this digital image can be secret or it
can be the carrier of highly confidential data that requires protection from the danger of tampering or intruders. Multiple
methods are used to protect color digital images, the most important of which are encryption and decryption methods,
and many of the methods used depend on standard methods.

Encryption methods based on standard algorithms are used to encrypt text messages and text files that are characterized
by their small size, because these methods require a large time to implement the encryption and decryption process, which
reduces their efficiency because the size of the digital image is often very large. In this paper, we will discuss a new
method for encoding and decoding a digital image. This method will use a secret digital image as a key image that can be
kept secretly without resorting to sending it, and it will be agreed upon between the sender and the receiver.

The image uses the key to generate a secret private key of the same size as the image to be encrypted to perform the
necessary exclusions for encryption and decryption. In addition to the process of exclusion using the image key, the
presented method implements the left-rotation operations for a specified number of digits (to be determined by the sender
and in accordance with the receiver) in order to increase the degree of damage attached to the encrypted image to increase
its distortion and make it completely incomprehensible.

The proposed method will be implemented using various images, and the practical results of this method will be compared
with the results of the standard methods to show the extent to which the quality parameters (MSE, PSNR) and efficiency
parameters (Encryption/decryption time, throughput) have been improved.

Keywords— Cryptography, image_key, XORing, nrd, rotate left, MSE, PSNR, throughput.

. INTRODUCTION number of lines multiplied by the number of columns,
multiplied by three, where each byte takes a value
ranging from zero to 255, figure 2 shows the images
used in this paper, while table 1 shows the basic
information of these images [24-30]

The digital color image [12-17] is one of the most widely
used types of data due to its use in various important and
vital applications.

The digital image, despite its large size, is characterized
by its ease of processing, since it is represented by a Used images
three-dimensional matrix, and as shown in the figurel
(one dimension for each color by allocating a two-
dimensional matrix for each of the three colors: red,
green and blue).[18-23]

50 100 150 200 250 300

Figure 1: Color image representation (12)

The digital image has a large size that depends on its Figure 2: Used color images
accuracy. The image size is measured in bytes, the

Table 1: Used images basic information
Image number Dimension Size(byte)
1 151 333 3 150849
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2 152 171 3 77976
3 360 480 3 518400
4 1071 1600 3 5140800
5 981 1470 3 4326210
6 165 247 3 122265
7 360 480 3 518400
8 183 275 3 150975
9 183 275 3 150975
10 201 251 3 151353
11 600 1050 3 1890000
12 1144 1783 3 6119256
The digital image is characterized by the ease of e Image resizing: Increasing or decreasing the image

processing because we are dealing with digital matrices,
and a number of easy arithmetic and logical operations
are implemented on the digital image, the most
important of which are [31-36]:

size as shown in figure 3:

Source matrix: 3 by 4
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Figure 3: Image resizing example

e XORIing: this operation is a pixel operation, the .

resulting image is a results of XORing each pixel in
the first image with the associated pixel in the
second image, the images must have the same
dimension, and here we need image resizing if the
images sizes are different as shown in the example
illustrated in figure 4:

Pixel rotation left: This logical can-be implemented
using the binary value of the byte, the number of
rotation digits can be determined to get the rotated
left number, the same binary number can be
retrieved by rotating the resulting binary number (8
— number of digits) times, figure 5 illustrate the
rotating left operation, while table 2 shows how to
use this operation in the encryption-decryption

Image 1 Image 2 phases:
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Figure 4: Image XORing example

All rights are reserved by UIJRT.COM.

Figure 5: Rotate left operation
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Table 2: Rotate left operation (a=193 decimal, 11000001 binary)

Encryption Decryption

Number of Binary Decimal Number of Binary Decimal
rotation rotation

digits digits

1 10000011 131 7 11000001 193
2 00000111 7 6 11000001 193
3 00001110 14 5 11000001 193
4 00011100 28 4 11000001 193
5 00111000 56 3 11000001 193
6 01110000 112 2 11000001 193
7 11100000 224 1 11000001 193

Cryptography is one of the most important methods used
to protect secret data (including color images) from
being hacked, and it contains two phases: the encryption
and decryption phases [37-44].

The encryption phase is required to destroy the original
image completely and making it unuseful for any third
person or party (see figure 6). This can be done by using
a secret private key and manipulating a sequence of
operations using the input image and the PK to generate
an encrypted image. The decryption phase is required to
recover the same source image identical to the original
one without losing any piece of information [50-54]

PR The same PK FE

Figure 6: Image Cryptography

The quality of the images can be measured by using
mean square error (MSE) and/or peak signal to noise
ratio (PSNR), these parameters can be calculated
between two images using equations 1 and 2 [45-49].

The MSE represents the cumulative squared error
between the denoised and the original image,

whereas PSNR represents a measure of the peak error.
The lower the value of MSE, the lower the

error, and hence the higher quality, and the higher the
value of PSNR the higher the quality level, and here the
effective filter used to reduce the salt and pepper noise
must minimize the value of MSE and at the same time
maximize the value of PSNR, and acceptable values for
the PSNR are above 50 dB.

MSE of x channel
1 m—1n—1

N ZZ[S(?”J) - R(lvj)]2 ,N =m*xn
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Total MSE
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Calculate PSNR

MAX/)?
PSNR = 10 * logy, ( 1”@

MSE;

1. RELATED WORKS

Nowadays, multiple methods of secret data
cryptography are used, and the majority of these
methods are based on a standard DES (data encryption
standard) such 3DES, AES and blowfish (BF) methods
[1-5].

The above-mentioned standard methods are similar in
the encryption and decryption mechanism. These
methods, as indicated in table 3, have the following
characteristics:

Table 3: Standard encryption methods features [1-11]

Method parameter | DES 3DES AES Blowfish
PK length(bit) 56(fixed) 112, 168(fixed) 128, 192, 256(fixed) | 32-448(fixed)
Block size(bit) 64(fixed) 64(fixed) 128(fixed) 64(fixed)
Ability to deal with | Difficult Difficult Difficult Difficult

images
Encryption quality | Excellent: High

Excellent: High

Excellent: High Excellent: High

MSE and low PSNR | MSE and low PSNR | MSE and low PSNR | MSE and low PSNR

All rights are reserved by UIJRT.COM.
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Decryption quality
and infinite PSNR

Excellent: Zero MSE | Excellent: Zero MSE | Excellent: Zero MSE | Excellent: Zero MSE
and infinite PSNR

and infinite PSNR and infinite PSNR

Efficiency Slow Slow Slow Moderate
Attack Brute force attack Brute force attack, Side channel Dictionary attack
Known plaintext, attack
Chosen plaintext
Structure Feistel Feistel Substitution- Feistel
Permutation
Block cipher Binary Binary Binary Binary
Rounds 16(fixed) 48(fixed) 10,12,14(fixed) 16(fixed)
Flexibility to no yes yes yes
modification
Simplicity no no no no
Security level Adequate Adequate Excellent Excellent
Throughput Low low Low Moderate

- The use of a single private key with a fixed length
that does not change and in some cases can be
hacked, and this is a problem that must be
eliminated

- Dividing the secret data to be encrypted into blocks
of fixed length and this length cannot be changed,
and this can be expressed as one of the
disadvantages of these methods.

- A fixed and unchangeable number of rounds are
used.

- All other sub-private keys used in encryption are
generated from the private key using specific
arithmetic operations, and this in turn makes the
degree of security and protection completely
dependent on the private key.

- These methods provide excellent values of MSE
and PSNR in both phases: encryption and
decryption.

- These methods were designed to encrypt-decrypt
secret short messages and confidential text files,
using data with big size as color image will drop
down the efficiency of data cryptography by
requiring much encryption and decryption times.

- These methods require much rounds and this will
negatively affect the efficiency. Each round
contains a set of operations which will require extra
time or execution.

- Generating and manipulating S-box will add an
extra execution time, and thus speeding the process
of cryptography.

For secret data with large sizes (such as color image) the
number of generated blocks will be so big, thus will

All rights are reserved by UIJRT.COM.

require extra time for data dividing before encryption
and assembling after decryption.

I11. THE PROPOSED METHOD

The proposed method required an image key to
generate the PK, this image is to be resized to match the
size of the image to be encrypted, the image_key must
be kept in secret, also it is required to get the number of
bits used to perform the rotate left operation, this number
can take the values within the range 1 to 7, when
decryption the number of selected digits must be
subtracted from 8 as shown in table 2.

The following algorithm describes the encryption phase
of the proposed method:

Input:

Image to be encrypted, image_key, number of rotation
digits (nrd);

Output:
Encrypted image

Process:

1- Get: the image to be encrypted (a), image_key,
nrd.
2- Resize the image_key to match the image (a).
3- For each byte in image (a) do the following:
a) Convert the byte to binary.
b) Rotate the byte nrd digits to the left.
c) Convert the results to decimal.
d) XOR the results by the associated byte
from the image_key.

4- Save the encrypted image.

The following algorithm describes the decryption phase
of the proposed method:
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Input:

Encrypted, image_key, number of rotation digits (nrd);

Output:
Decrypted image

Process:

1) Get: the image to be decrypted (b), image_key, and
nrd.
2) Resize the image_key to match the image (b).
3) For each byte in image (a) do the following:
a. XOR the results by the associated byte
from the image_key.
b. Convert the byte to binary.
c. Rotate the byte 8-nrd digits to the left.
d. Convert the results to decimal.
4) Save the encrypted image.

Figures 7 and 8 illustrate an examples o encryption-
decryption phases:

Source byte Binary ROTL 3 digits

‘ 169 ‘n:% 10101001 01001101

(&3]

C XORin,
‘ ‘ i ‘

l

152

Encrypted
byte

Figure 7: Encryption example

Encrypted byte

152
& Binary
1) [2)
XORing e 77 —r==| 01001101
ﬁ @ (3)

213

ROTLS digits | 10101001

@ (4)

Decrypted byte 168

Key byte

Figure 8: Decryption example

IV. IMPLEMENTATION AND EXPERIMENTAL
RESULTS

Images shown in figure 2 were implemented using the
proposed method, image 12 was selected as an
image_key, figures 9 and 10 show a sample outputs of
the implemetation process (nrd=3 in the encryption
phase and 5 in the decryption phase).
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Figure 9: Source image
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Figure 10: Decrypted image

Figure 11 shows how the damage of the image was
increased using the proposed method.

Source image proposed encrypted

Xor encrypted

Less damage

Figure 11: More image damaging using the proposed
method

The MSE and PSNR values between the source and
encrypted images were calculated, table 4 shows the
obtained results.

Table 4: MSE and PSNR results

Image number | MSE PSNR
1 11392 17.4187
2 17979 12.8555
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3 12287 16.6624 10 11869 17.0082
4 95718 19.1595 11 11861 17.0154
5 92666 19.4835 12 73535 21.7960
6 85898 20.2419
7 13536 15.6941 Different values of nrd were used and the obtained
8 10855 17.9014 values for MSE and PSNR were acceptable for each
9 95820 19.1488 selected nrd, this is shown in table 5.
Table 5: PSNR values or different nrd values
Image Rotation digits(encryption: decryption)
1:7 2:6 3:5 4:4 5:3 6:2 71
1 15.5476 15.6174 17.4187 16.5285 16.3884 16.5149 16.4511
2 14.6972 13.2535 12.8555 15.4900 15.0289 14.8645 15.0917
3 16.0085 16.8512 16.6624 16.6592 16.8552 17.0525 17.1776
9 20.5262 19.2685 19.1488 19.1648 19.3116 19.2760 18.7113
10 16.8392 16.7052 17.0082 17.0220 16.8612 17.1492 17.3721
The encryption (decryption) time was calculated, table 8 14.920000 10119
6 shows the obtained results for time calculations: 9 14.946000 10101
10 15.035000 10067

Table 6: Times calculation results

11 187.718000 10068
Image Encryption(decryption) | Throughput 12 607.463000 10073
number | time (second) (byte per Average | 160.2246 10050

second)

1 14.876000 10140 From table 6 we can see that the proposed method is
2 7.727000 10091 effecient and provides a good throughput with the
3 52.119000 9946 averag equal 10050 byte per second, increasing the
4 510.657000 10067 image size will increase the encryption(decryption) time
5 433.311000 9984 and there is a linear relationship between the image size
6 12.373000 9882 and the encryption time as shown in figure 12
7 51.550000 10056

700 : ! : : : !
600
a00
400

300

Encryption time(second)

200

100

Size (byte)

x10°

Figure 12: Relationship between encryption time and image size.

The used images were encrypted —decrypted using the and the obtained results of standard methods of data
standard methods of data cryptography, table 7 shows a cryptography.
comparison between the results of the proposed method
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Table 7: Results comparisons

Image Encryption time DES 3DES AES BF
number (second)

1 14.876000 19.4729 56.6 28.4 16.4557
2 7.727000 10.0658 29.3 14.7 8.5062

3 52.119000 66.9197 194.7 97.4 56.5507
4 510.657000 663.6202 1930.5 966.3 560.7942
5 433.311000 558.4656 1624.6 813.2 471.9330
6 12.373000 15.7831 45.9 0.0230 13.3375
7 51.550000 66.9197 194.7 97.4 56.5507
8 14.920000 19.4892 56.7 28.4 16.4694
9 14.946000 19.4892 56.7 28.4 16.4694
10 15.035000 19.5380 56.8 28.4 16.5106
11 187.718000 243.9780 709.7 355.3 206.1743
12 607.463000 789.9280 2297.9 1150.2 667.5309
Average 160.2246 207.8058 604.5083 300.6769 175.6069

From table 7 we can see that the proposed method
provides a highest efficiency by reducing the required

time for encryption (decryption) as shown in figure 13,

Encryption time(second)

2500

2000

1500

1000

500

Proposed
—DES
—3DES
—AES

Image size(byte

Figure 13: Encryption times comparisons

Table 8: Speedup calculation

also the proposed method has a good speedup
comparing with other methods as show in table 8.

Proposed DES 3DES AES PF
Proposed 1.0000 1.2970 3.7729 1.8766 1.0960
DES 0.7710 1.0000 2.9090 1.4469 0.8451
3DES 0.2650 0.3438 1.0000 0.4974 0.2905
AES 0.5329 0.6911 2.0105 1.0000 0.5840
BF 0.9124 1.1834 3.4424 1.7122 1.0000

The proposed method added an enhancement to the standard methods of data cryptography as shown in table 9:

Table 9: Enhancements provided by the proposed method

Method DES 3DES AES Blowfish Proposed

parameter

PK length(bit) 56(fixed) 112, 168(fixed) 128, 192, 32-448(fixed) Variable
256(fixed)

Block size(bit) 64(fixed) 64(fixed) 128(fixed) 64(fixed) Variable

Ability to deal Difficult Difficult Difficult Difficult Easy

with images

All rights are reserved by UIJRT.COM.
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Excellent: High
MSE and low
PSNR

Excellent: Zero
MSE and infinite
PSNR

Excellent: High
MSE and low
PSNR

Excellent: Zero
MSE and infinite
PSNR

Excellent: High
MSE and low
PSNR

Excellent: Zero
MSE and infinite
PSNR

Encryption Excellent: High | Excellent: High
quality MSE and low MSE and low
PSNR PSNR
Decryption Excellent: Zero Excellent: Zero
quality MSE and infinite | MSE and infinite
PSNR PSNR
Efficiency Slow Slow
Attack Brute force Brute force
attack attack,
Known
plaintext,
Chosen plaintext
Structure Feistel Feistel
Block cipher Binary Binary
Rounds 16(fixed) 48(fixed)
Flexibility to no yes
modification
Simplicity no no
Security level Adequate Adequate
Throughput Low low

V. CONCLUSION

A new and easy-to-implement method has been
introduced to encrypt and decrypt color digital images
in order to provide the necessary protection for digital
images and prevent the penetration of these images.
The ease of implementation lies in the simplicity of the
operations used, which were limited to logical rotations
and exclusions. The proposed method provides a very
high degree of protection for digital images, through the
use of another digital image that is used as a private key
that is kept secretly by the sender and receiver, which is
used to carry out the exclusion process. In addition, the
number of left rotation digits is also confidential.
Referring to the practical results that were obtained after
implementing the proposed method on a set of color
images, we found that the use of this method leads to an
increase in the percentage of destruction and distortion
in the encrypted image, while maintaining excellent
values for both MSE and PSNR.

The encryption and decoding time of the proposed
method was calculated and the results were compared
with the results of the standard methods. It was found
that the proposed method increases the efficiency of the
encryption and decryption process by reducing the time
of encryption and decryption. The proposed method has
achieved a remarkable speedup value. The proposed
method is flexible due to the ease of replacing the key
image and the ease of changing the number of left-
rotation digits.

All rights are reserved by UIJRT.COM.

Slow Moderate High

Side channel Dictionary attack | Very difficult

attack

Substitution- Feistel Simple logical

Permutation operations

Binary Binary Decimal and

binary

10,12,14(fixed) 16(fixed) 1 round

yes yes Yes

no no Yes

Excellent Excellent Excellent

Low Moderate High
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